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Find and secure all secrets, not just In source code,
with Al-powered, enterprise-grade secrets scanning

Secrets are leaking everywhere across developer environments. Key Features
Sensitive, business-critical secrets — cloud keys, API tokens, . 100% SDLC discovery &
configuration files, Pll, and more — are routinely hardcoded into source visibility — beyond
code, stored in logs in plaintext, and reused and reshared across cloud source code
services, productivity tools, and messaging apps. Making matters 'g;j%%"evirsi‘ieaccuracy to
worse, threat actors are shifting left — just like DevOps — to take _

, Continuous, automated
advantage of these sprawling secrets estates, and legacy secrets secrets scanning
scanners can't keep pace. Active prevention with

pre-built policies &
guardrails
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Enterprise scalability &
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Context to prioritize

Secrets dashboard remediation

Analysis of your developer data and secrets posture with actionable insights C t I . d
l Total Secrets I Critical severity secrets High severity secrets Medium severity secrets Low severity secrets m a n a g e m e nt a n d
3,832 160 382 1,490 1,800 .
orchestration
New and prevented secrets Total open secret issues overtime Valid secrets
Monthly view of new secrets and how many of them wer... Your secrets backlog is growing over time Live and working passwords or keys
Preven ted secer tissues ® New secre tissues ® QOpen secre ts issues ® Valid: 80
Unknown: 3,752
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There is a solution —and one that doesn’t involve the headaches associated with open-source secrets

scanners. To discover and protect secrets wherever they reside — and scale to the largest development

environments — Legit delivers Al-powered, enterprise-grade secrets detection and prevention.

Key Challenges in Protecting Secrets

Secrets are
everywhere -

well beyond
source code

Find every secret, everywhere

Connect and uncover every secret
throughout your developer
environment, from source code to
Git history to build logs to shared
workspaces — and more.

Secrets open
the door to
supply chain

attacks

Al-powered accuracy and
noise reduction

Overcome the noise associated with
secrets scanning with Al-powered

accuracy to reduce false positives that

burn valuable development resources.

Secrets
scanning is
burdened with
noise and false
positives

Remediate and prevent automatically

Automation and orchestration enable
you to immediately fix any existing
secrets and enact policies to prevent
risk of future secrets.

Legit Next-Gen Secrets Security

Merge request (PR) checks

Annotate secrets on PRs so developers can
remediate as soon as they review. Can be

Pre-receive hooks

Supported for GitLab. Prevent secrets from
being pushed by a single GitLab

configuration

Endpoint prevention with CLI

Run pre-commit or pre-push to stop
secrets from reaching git history.

oN

centrally managed from the platform

%
o'y

Any supported SCM

Gated build step

‘ Use our CLI to scan every build

/7 for secrets with the option to fail

a

i:\n
Any build tool

Legit continuously

scans for exposed
secrets everywhere

ID: 41D26A7494

Public secret detected: AWS Secretkey

Critical Secrets Manual closing 0

Applied on: Repositories

Possible AWS Secret key was detected in a public repository. Consider it compromised. Make sure to inspect any abuse
in the entire time the secret was exposed and revoke it if necessary

#® Learn more at Legit Academy

Base Severity Critical Secret Validity N/A
78/78 Score points ints

11/22 Score po

@ 12/19/2023 08:40 PM SLA: Overdue 6 months ago —

O Repository: ZatrosSecurity/terragoat @ Public [ @ Owner: idaob-legit @ Open Source Code +2

% Time Exposed: 4 years

/N Committed by: schosterbarak@gmail.com @ 04/02/2020 07:57 PM

{[» terraform/ec2.tf —— f00e136e65

17 export sokokkkk

/N Committed by: barak@bridgecrew.io @ 08/24/2020 04:12 PM

{[> terraform/aws/ec2.tf —— 1dcc06fcc3

16 export skkkkk

Closing options

Remediation

When pushing sensitive data the best solution is always to revoke it and make it useless. Then, change the source code to

Legit Secrets Detection & Prevention
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Key Capabillities

e 100% SDLC discovery & visibility. Beyond
source code, Legit discovers secrets
everywhere — Git history, build logs, shared
workspaces (e.g., Confluence, Jira) and more.

o Al-powered accuracy to reduce noise. Unlike
open-source tools, Legit's Al-powered engine is
continually learning to deliver a low rate of
missed detections and false positives.

e Continuous, automated secrets scanning.
Legit continually scans your environment to
discover any new secrets, including those in
“shadow” assets.

e Active prevention with pre-built policies &
guardrails. Stop the bleeding with automated

guardrails that can actively prevent new secrets

from entering the developer environment.

Business Benefits

 Unearth exposed secrets beyond source code.

Discover developer assets beyond source code
to cover your entire environment and protect
your data.

e Follow secrets to their source. Trace them back

to their original source for fast resolution.

e Slash your MTTR and eliminate false positives.
Stop triaging irrelevant alerts, slash your mean-
time-to-remediate (MTTR), and eliminate false
positives by 86% with Legit's advanced,
Al-powered detection and noise reduction.

o Enterprise scalability & performance. Legit
secrets scanning was built to support the largest
and most complex development organizations.

o Context to prioritize remediation. Legit delivers
deep context about secrets, relevant details to
prioritize, and recommended remediation to
quickly reduce backlogs of detected secrets.

e Centralized management & orchestration. Legit
enables you to centrally manage secrets discovery
and prevention for distributed teams to drive
consistent, comprehensive security.

o Rapidly remediate. Prioritize fixes based on risk to

the business and stop wasting your developers’
time with low-priority issues.

e Pre-empt new secrets exposures. Prevent

insecure secrets from leaking and avoid immutable
Git history by pre-receiving and pre-pushing your
hooks and commits without burdensome controls
slowing down dev teams.

Get more details on Leqgit Secrets Detection & Prevention. Contact us to get more information or Request a demo.

Learn More About Leqgit Security

Visit our website and Book a Demo

About Legit Security

Legit is a new way to manage your application security posture for security, product, and compliance teams. With Legit, enterprises get a cleaner, easier way
to manage and scale application security and address risks from code to cloud. Built for the modern SDLC, Legit tackles the most challenging problems
facing security teams, including GenAl usage, proliferation of secrets, and an uncontrolled dev environment. Fast to implement and easy to use, Leqit lets
security teams protect their software factory from end to end, gives developers guardrails that let them do their best work safely, and delivers metrics that
prove the security program's success. This new approach means teams can control risk across the business —and prove it.
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https://www.legitsecurity.com/enterprise-secret-scanning
https://info.legitsecurity.com/book-a-demo
https://info.legitsecurity.com/book-a-demo

